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Abstract
There is a rise in concern about 
privacy invasion by the devices 
that capture images. The 
images captured by the 
computer system help users in 
analytics and learning purpos-
es. But at the same time, the 
application needs to ensure 
that those images do not 
intrude the people’s privacy. In 
this article, we address the 
problem of face anonymity in 
the photos that have people’s 
faces taken on camera before 
storing them on the server with 
the help of Machine Learning.
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Introduction
Nowadays, one can generate visual data at 
an unprecedented scale. Apart from 
people posting images on social media 
without consent, it is evident that too many 
photos are being collected and stored by 
both the public and private sectors (traffic 
cameras, CCTVs, hospitals, rails, bus sta-
tions, etc.). Although these visual data pro-
mote the common good with computer 
vision applications, these data raise privacy 
concerns. Because of the privacy loophole, 
the sensitive information, and private data 
of 50 million users were leaked to 
Cambridge Analytica from Facebook. Face 
images are prone to misuse as these 
images may have facial features that can 
target the person for any need and can 
also be used to generate deep fake videos. 
Thus, face anonymization/obfuscation 
(blurring, mosaicking, and other tech-
niques) has been proved helpful for privacy 
protection. 
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The General Data Protection Regulation 
(GDPR) is the most comprehensive privacy 
and security law globally. The GDPR impos-
es strict guidelines for protecting personal 
data and the privacy rights of individuals. 
Even though it was established and passed 
by the European Union (EU), it places obli-
gations on businesses worldwide that 
target or collects data on EU people. Those 
that violate the GDPR’s privacy and security 
rules will face stiff penalties, with fines rang-
ing from millions of euros, and data sub-
jects will be able to seek damages com-
pensation.

Security Compliance

GDPR defines a considerable 
number of legal terms but 

primarily focuses on the 
following:

Personal Data

Data Processing

Data Subject

Data Controller

Data Processor



6Proprietary content. No content of this document can be reproduced without the prior written agreement of ACL Digital.

Faces Images are Susceptible Sensitive Data
Our face is the most basic and easily visible element of our identity. People 
recognize us when they see our faces in a photo. Thus, GDPR considers face 
data are susceptible. GDPR classifies the facial images that capture the 
facial features as biometric data, considered sensitive personal information. 
GDPR ensures that there must be consent if any third-party applications or 
organizations aim to collect these data types from the data subjects. GDPR 
defines consent as “any freely given, specific, informed and unambiguous 
indication of the data subject’s wishes by which he or she, by a statement 
or by a clear affirmative action, signifies agreement to the processing of 
personal data; relating to him or her.”
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One of our leading healthcare customers 
in Europe wanted to capture a patient’s 
photograph to store it for medical history 
and documentation purposes. Since the 
user’s photo was in the database, it was 
mandatory to get their consent to undergo 
GDPR compliance. At the same time, the 
captured image did not have to be 
mapped with the user. In order to store the 
user’s photograph on the backend, the 
user’s face has to be masked/blurred (in 
case the photo contains any parts of the 
human face). Anyone who has access to 
an unmasked/unblurred image can collect 
more information about the user. There-
fore, stored images are a threat with the 
risk of misuse, unauthorized tracking, and 
theft of personal information. Thus, the 
client expected a solution that anonymizes 
the user’s face when taking photos. It is 
because not all users will agree to the 
consent. At the same time, the client 
wanted all those images for study purpos-
es, which would be easy to share when 
collaborating with others for 
ground-breaking findings while analyzing 
the images.

The Problem



Web Application

TensorFlow.JS is a Google library that is used 
to define, train, and run machine learning 
models entirely in client-side browsers using 
JavaScript and browser API.
 
In this sample web application, we used a 
sample face detection model available for 
Tensorflow.JS

Model: MediaPipe BlazeFace Model (light-
weight and well-performing model) 
The BlazeFace model is a convolutional 
neural network lightweight model used to 
detect one or more faces within a captured 
image. The model used is Apache 2.0 
licensed. Find more details about the model in 
the GitHub repository.

Solutions
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Android Application

ML Kit for Firebase:

ML Kit is a mobile SDK that brings 
Google's on-device machine learn-
ing expertise to Android and iOS 
apps. Powerful yet easy-to-use 
Vision and Natural Language APIs to 
solve usual challenges in Android 
apps or create brand-new user 
experiences.

Face Detection in Android:

With ML Kit's face detection API, you 
can detect faces in an image. Face 
detection locates human faces in 
visual media such as digital images 
and video. When a human face 
identity is revealed, it has an associ-
ated position, size, and orientation. 
One can use this further to search 
for identifying particulars and details 
such as the eyes, nose, and ears.
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Anonymization is a privacy protection method by removing the personal identifiers on 
data. In other words, data anonymization is the key for organizations to stand on the safer 
and legal side by collecting more critical data.

Face anonymization is an innovative approach to anonymizing the data that has a per-
son’s face with obfuscation techniques like blurring, pixelating, or masking out the area. 
So, the image data collected can also be used for analytics and other study purposes 
without affecting the user's privacy.

Anonymization

Raw Data
Name  : Sherlock Holmes
Address  : 221B Baker's St
Reason  : Third Degree Burn in Neck
Name of 
Health Care : UCH, London

Anonymised Data
Name  : N***y*n
Address  : A***es
Reason  : Third Degree Burn in Neck
Name of 
Health Care : UCH, London
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Conclusion
Organizations that store and 
process biometric information 
(here, facial images) must 
implement a solution that 
guarantees data privacy 
because there are many regu-
lations apart from GDPR like 
HIPPA, CCPA, and COPPA, all 
focusing primarily on the user’s 
privacy online. Organizations 
need to convert sensitive infor-
mation into non-sensitive infor-
mation by anonymizing the 
user's facial image data from 
facial recognition technology. It 
benefits the company as it 
helps the user trust the appli-
cation, and the company is 
responsible for tracking and 
deleting the user's non-ano-
nymized data.



ACL Digital is a design-led Digital Experience, Product Innovation, Engineering and Enterprise IT 
o�erings leader. From strategy, to design, implementation and management we help accelerate 
innovation and transform businesses. ACL Digital is a part of ALTEN group, a leader in technology 
consulting and engineering services.

 | www.acldigital.combusiness@acldigital.com

USA  |  UK  |  France  |  India

Proprietary content. No content of this document can be reproduced without the prior written agreement of ACL Digital.
All other company and product names may be trademarks of the respective companies with which they are associated.

References

• https://gdpr.eu/

• https://gdpr-info.eu/

• https://www.tensorflow.org/js

• https://github.com/tensorflow/tfjs-models/tree/master/blazeface

• https://www.apache.org/licenses/LICENSE-2.0.html

• https://gdpr.eu/gdpr-consent-requirements/

• https://codelabs.developers.google.com/mlkit-android-odt#0

• https://firebase.google.com/docs/ml-kit/detect-faces#:~:text=With%20ML%20Kit's%20face%
20detection,avatars%20from%20a%20user's%20photo.

https://twitter.com/acl_digital?lang=en
https://www.facebook.com/ACLDigital.official/
https://www.linkedin.com/company/acl-digital/?originalSubdomain=in

